X

N .DCNPU@WIFI_1X §1%5U Windows 7

124 g.ll 1 v = 1 ¥
m%o @NBﬂ’]'ﬁﬂ\‘iﬂ’]ﬂTﬂﬂN’]ﬂi%UULﬂ'ié]‘l]’]ﬁ]l’iﬁﬁﬁl

4 15 » Control Panel » v oy »
1. U9 Start Menu > Control Panel > Network and
Adjust your computer's settings Viewby: Category =
Internet e s and Eamily Safety

Clock, Language, and Region
Change ke cther input metheds

Change

2. veian Network and Sharing Center 3. 19N Manage Wireless Networks

r —~ [ Contlypanel
< onir{sPanel Home A : W) 5

@[ » CoriotPant + Neworkand et » 70y ) Sl Comtet o ? a View your basic network information and set up connections

canal Manage irdlss networs | A % (¥ Al

L v
S e View network computers and devices Change adaptersettings PORAMN Im;nd
 Network and Internet e i 4 "
= Change advanced sharing (This computes)

Hardware and Sound Q% e seftings

Programs S T View your active networks

User Accounts and Family Q) Immmat Options R o P = Ferened oo Youare curently not connected to any networks.

sofety ) omepege | Manage browses add-on: e browsing history and cooki

Appesrance and

Personalzation Change your networking seitings

Clock, Language, and Region

o of Accus W ot

= Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

4. VunEneng Manage Wireless Network na Add 5. nd Manually Create a network profile

[

«fl » Control Panel » Network and Internet » Manage Wireless Networks

@) ! Manually connect to a wireless network

Manage wireless networks that use (Wireless Network Connection) How do you want to add a network?

Windows tries to connect to these networks in the order listed below. = E
IG¥ Manually create a network profile
“®. This creates a new network profile or locates an existing network and saves a profile

] Add | Adapter properties  Profiletypes  Network and Sharing Center for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

&  Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

[ Cancel |
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6. szydayadiail

~

Network Name : .DCNPU@WiFi_1x

Security Type : WPA2-Enterprise

\Encryption tyoe : AES /

7. Click : Chang connection setting

€ ! Manually connect to a wireless network

Successfully added DCNPU@WiFi_1x

< Change connection settings
Open the connection properties so that I can change the settings.

#! Manually connect to a wireless network:

Enter information for the wireless network you want to add

Network name: DCNPU@WiFi_1x

Security type: WPA2-Enterprise -
Encryption type: {AES v[
Securty Key:

Hide characters
[¥] Start this connection automatically

[ Connect even if the network is not broadcasting
Warning: If you select this option, your ccwmev‘s privacy might be at risk.

8. 1@an Security WA2NA Setting

DCNPU@WIFi_1x Wireless Network Properties

DCNPU@WiFi_1x Wireless Network Properties

Comnecton

] Seort |

Name: DCNPUGWIFi_1x

Securi 2
SSID: DCNPUBWIF_1x Ry e
Network type: Access point Encryption type:

Network avadabiity:  All users

[¥] Connect automatically when this network is in range
] Connect to a more preferred network If avaiiable
[} Connect even if the network is not broadcasting its name (SSID)

|wPA2-Enterprise

s

Choose a network authentication method:
(Microsoft: Protected EAP (PEAP)

<) [ settngs

7

] Remember my credentials for this connection each

time I'm logged on
l i
 Advanced settings
N
[ = P
9. lsitdian Validate server certificate
73A Select Authentication Method 1Ju Secured password (EAP-MSCHAP v2)
wanm Configure....
Protected EAP Properties - —— [Protected EAP Properties ===
e j e —————— s
[ ] Connect to these servers:

Trusted Root Certification Authorities: s

[[] AddTrust External CA Root

[] America Online Root Certification Authority 1
| Baltimore CyberTrust Root

| Certification Authority of WoSign

[[] certum ca

[] Class 2 Primary CA

[] Class 3 Public Primary Certification Authority
< i

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2)

~] [ configure... |

[7] Enable Fast Reconnect

[ ] Enforce Network Access Protection

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

(=TI

Cancel

onnect to these servers:

=
| America Oniine Root Certification Authority 1
| Balimore CyberTrust Root

] Certificaton Authority of WoSign
| Certum ca

"] Class 2 Primary CA

1 Class 3 Public Primary Certification Authority

e

A

Select Authentication Method:
|Secured password EaP-MscHAP v2)
|| Enable Fast Reconnect

[ 1 Enforce MNetwork Access Protection

[~ | Disconnect if server does not present oryptobinding TLV
| Enable Identity Privacy

Sl r==—r=n]
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10. lsiidan Automatically use my Windows logon name and password a1nuduaan OK

Protected EAP Properties TS|

When connecting:
[} validate server certificate

Connect to these servers:

T = A
EAP MSCHAPV2 Properties 5 S
@] AddTrust External CA Root | -
I} [] America Online Root Certification Authority 1 |
FrR [] Baltimore CyberTrust Root
When connecting: 7] Certification Authority of WoSign
[] certum cA
- - [] Class 2 Primary CA
A Automatically use my Windows fogon name and [£] Class 3 Public Primary Certification Authority -
assword (and domain if any). <l D =i
Do not prompt user to authorize new servers or trusted
certification authorities.
[ OK ] [ cancd ] Select Authentication Method:
[secured password EaP-MscHAP v2) ~] [[confgure... |
——

(V] Enable Fast Reconnect
[ Enforce Network Access Protection
[] Disconnect if server does not present cryptobinding TLV

[ ]Enable Identity Privacy

11. Adn Advanced settings 12. \@9n Specify authentication mode 1Oy
User authentication a1 Adn SAVE

[ .DCNPU@WIFI_1x Wireless Network Properties | Advanced settings - =
Security | 802.1X settings | 802.11 settings
[¥] specify authentication mode:
Security type: [weaz-Enterprise =] [User authentication ~] [ save credentials |
Encryption type: [AES v] Delete el

] Enable s%le sign on for this network

Choose a network authentication method: i @ Perform immediately before user logon
[Microsoft: Protected EAP (PEAP) ~] [ settings | Perform immediately after user logon
J ™M m dela: sec dsy
[&Z] Remember my credentials for this connection each =il delay (seconds 10
time I'm logged on Allow additional dialogs to be displayed during single
sign on
[N This network uses separate virtual LANSs for machine
and user authentication
| Advanced settings I
L I[ oK ] I[ Cancel | [ oK ] [ canca |

4 ? M\
Windows Security — . - @

/13. aggivisnslvinsanvegldenuusinguuun Tilddayadedl Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

username = %a@”l%’ (username)
Password = SWakIU

*** username Haz password YAAINT UAIINYIAYUATNUY

d9aNsTUUFIUTRYARUADY *** ‘M User ]
*** ysername Waz password UNANET ARIINYIAYUATNUN | oons |
a a = =

293INTZUUUINITNITANYT (SSUUNSLUU) ***

\_ J ] o

3
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14. a&n OK

-
Advanced settings

802.1X settings |802.11 settings |

[¥] specify authentication mode:

[User ~] [ save credentials |

Delete credentials for all users

[~] Enable single sign on for this network

@ Perform immedi before user logon

Perform immediately after user logon

urn delay | nds; 10

D
authentication

Allow additional dialogs to be displayed during single
sign on

te virtual LANs for machine

16. Click Close

15. aan OK

.DCNPU@WiFi_1x Wireless Network Properties

| Connection Security 7\

Security type: [WPAZ-eqerprise

=)

Encryption type: [aEs

=)

Choose a network authentication method:

Microsoft: Protected EAP (PEAP)

~| [ setings |

[#] Remember my credentials for this connection each
time I'm logged on

17. navdeusia .DCNPU@WIFi_1x

& ! Manually connect to a wireless network

Successfully added .DCNPU@WiFi_1x

< Change connection settings
Open the connection properties so that I can change the settings.

Currently connected to:

=2 .DCNPU@WiIFi_1x
™ Internet access

Wireless Network Connection

s

DCNPU@WIFi_1x

Connected _af

Audit AL\
.DCNPU@WiFi AL
eduroam q!“
NPU@WiFi 41|

Open Network and Sharing Center
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